


























































































































1 Section 33. Internet Libel, Hate Speech, Child Pornography, and Other Expression 

2 Inimical to the Public Interest. -

3 A.I. Internet libel. - Internet libel is a public and malicious expression tending to cause 

4 the dishonor, discredit, or contempt of a natural or juridical person, or to blacken the memory of 

5 one who is dead, made on the Internet or on public networks. 

6 A.2. Malice as an essential element of internet libel. - Internet libel shall not lie if malice 

7 or intent to injure is not present. 

8 A.3. Positive identification of the subject as an essential element of internet libel. -

9 Internet libel shall not lie if the public and malicious expression does not explicitly identify the 

10 person who is the subject of the expression, except if the content of the expression is sufficient 

11 for positive and unequivocal identification of the subject of the expression. 

12 AA. Exceptions to internet libel. - The following acts shall not constitute internet libel: 

13 a) Expressions of protest against the government, or against foreign governments; 

14 b) Expressions of dissatisfaction with the government, its agencies or instrumentalities, or 

15 its officials or agents, or with those of foreign governments; 

16 c) Expressions of dissatisfaction with non-government organizations, umons, 

17 associations, political parties, religious groups, and public figures; 

18 d) Expressions of dissatisfaction with the products or services of commercial entities; 

19 e) Expressions of dissatisfaction with commercial entities, or their officers or agents, as 

20 related to the products or services that the commercial entities provide; 

21 f) Expressions of a commercial entity that are designed to discredit the products or 

22 services of a competitor, even if the competitor is explicitly identified; 

23 g) An expression made with the intention of remaining private between persons able to 

24 access or view the expression, even ifthe expression is later released to the public; and, 

25 h) A fair and true report, made in good faith, without any comments or remarks, of any 

26 judicial, legislative or other official proceedings, or of any statement, report or speech delivered 

27 in said proceedings, or of any other act performed by public officers in the exercise of their 

28 functions, or of any matter of public interest. 
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1 A.S. Truth as a defense. - Internet libel shall not lie if the content of the expression is 

2 proven to be true, or if the expression is made on the basis of published reports presumed to be 

3 true, or if the content is intended to be humorous or satirical in nature, except if the content has 

4 been adjudged as unlawful or offensive in nature in accordance with existing jurisprudence. 

5 B.I. Internet hate speech. - Internet hate speech is a public and malicious expression 

6 calling for the commission of illegal acts on an entire class of persons, a reasonably broad 

7 section thereof, or a person belonging to such a class, based on gender, sexual orientation, 

8 religious belief or affiliation, political belief or affiliation, ethnic or regional affiliation, 

9 citizenship, or nationality, made on the Internet or on public networks. 

10 B.2. Call for the commission of illegal acts as an essential element for internet hate 

11 speech. - Internet hate speech shall not lie if the expression does not call for the commission of 

12 illegal acts on the person or class of persons that, when they are done, shall cause actual criminal 

13 harm to the person or class of persons, under existing law. 

14 B.3. Imminent lawless danger as an essential element for internet hate speech. - Internet 

15 hate speech shall not lie if the expression does not call for the commission of illegal acts posing 

16 an immediate lawless danger to the public or to the person who is the object of the expression. 

17 C.l. Internet child pornography. - The performance of acts prohibited by Sections 4 and 

18 5 of R.A. No. 9775, or the "Anti-Child Pornography Act of 2009," as amended, by means of a 

19 device, storage medium, network equipment, or physical plant connected to the Internet or to 

20 telecommunications networks shall be deemed unlawful. 

21 

22 to read: 

23 

24 

25 

26 

27 

28 

C.2. Sections 4 (e) and (f) of the Anti-Child Pornography Act of 2009 shall be amended 

(e) To knowingly, willfully and intentionally provide a venne for the 

commission of prohibited acts as, but not limited to, dens, private rooms, cubicles, 

cinemas, houses or in establishments purporting to be a legitimate business; OR 

TO KNOWINGLY, WILLFULLY AND INTENTIONALLY PROVIDE 

DEVICES, EQUIPMENT, OR PHYSICAL PLANTS CONNECTED TO 

THE INTERNET OR TO TELECOMMUNICATIONS NETWORKS FOR 
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1 THE PRIMARY PURPOSE OF PUBLICATION, OFFERING, 

2 PRO])UCTION, SELLING, DISTRIBUTION, BROA])CASTING, 

3 EXPORT, OR IMPORTATION OF CHIL]) PORNOGRAPHY; 

4 (I) For film distributors, theaters, INTERNET SERVICE PROVIDERS, 

5 and telecommunication companies, by themselves or in cooperation with other 

6 entities, to distribute any form of child pornography; 

7 C.3. The commission of acts prohibited by the Anti-Child Pornography Act of 2009, as 

8 amended, through or using devices, equipment, or physical plants connected to the Internet or to 

9 telecommunications networks shall be penalized by the applicable provisions of the Anti-Child 

10 Pornography Act of2009, as amended. 

11 C.4. Internet child abuse. - The performance of acts prohibited by Section 9 of the 

12 Special Protection of Children Against Abuse, Exploitation and Discrimination Act, as amended, 

13 by means of a device, storage medium, network equipment, or physical plant connected to the 

14 Internet or to telecommunications networks shall be deemed unlawful. 

15 C.S. Section 9 of the Special Protection of Children Against Abuse, Exploitation and 

16 Discrimination Act shall be amended to read: 

17 Section 9. Obscene Publications and Indecent Shows. - Any person who 

18 shall hire, employ, use, persuade, induce or coerce a child to perform in obscene 

19 exhibitions and indecent shows, whether live, in video, or through the Internet or 

20 telecommunications networks, or model in obscene publications or pornographic 

21 materials or to sell or distribute or CAUSE THE PUBLICATION IN THE 

22 INTERNET OR THROUGH TELECOMMUNICATIONS NETWORKS the 

23 said materials shall suffer the penalty of prision mayor in its medium period. 

24 If the child used as a performer, subject or seller/distributor is below 

25 twelve (12) years of age, the penalty shall be imposed in its maximum period. 

25 Any ascendant, guardian, or person entrusted in any capacity with the care 

27 of a child who shall cause and/or allow such child to be employed or to participate 

28 in an obscene play, scene, act, movie or show or in any other acts covered by this 

29 section shall suffer the penalty of prision mayor in its medium period. 
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1 C.6. The commission of acts prohibited by the Special Protection of Children Against 

2 Abuse, Exploitation and Discrimination Act, as amended, through or using devices, equipment, 

3 or physical plants connected to the Internet or to telecommunications networks shall be penalized 

4 by the applicable provisions of the Special Protection of Children Against Abuse, Exploitation 

5 and Discrimination Act, as amended. 

6 D.l. Expression inimical to the public interest. - Except upon a final ruling from the 

7 courts, issued following due notice or hearing, no expression made on the Internet or on public 

8 networks that is not defined in this section shall be deemed unlawful and inimical to the public 

9 interest. 

10 D.2. Imminent lawless danger as,an essential element of expression inimical to public 

11 interest. - No expression shall be deemed inimical to the public interest if the expression does 

12 not call for the commission of illegal acts posing an immediate lawless danger to the public. 

13 Section 34. Sabotage of critical networks and infrastructure, and other acts of 

14 cyberterrorism. -

15 A. 1. Sabotage ()[ critical networks and infrastructure. - The commission of acts 

16 prohibited by Section 24 (Network Sabotage), Section 26 (Violation of Data Privacy), Section 27 

17 (Violation of Data Security), and Section 28 (Illegal and Arbitrary Seizure of ICT), shall be 

18 penalized one degree higher; Provided, the offense was committed against critical data, network, 

19 Internet, or telecommunications infrastructure, whether publicly or privately owned. 

20 B.l. Cyberterrorism. - The performance of acts prohibited by Sections 3, 4, 5, and 6 of 

21 R.A. No. 9732, or the "Human Security Act of 2007," as amended, and Sections 4, 5, 6, and 7 of 

22 R.A. No. 10168, or the "Terrorism Financing Prevention and Suppression Act of 2012," by 

23 means of a device, storage medium, network equipment, or physical plant connected to the 

24 Internet or to telecommunications networks shall be deemed unlawful. 

25 B.2. Section 3 of the Human Security Act of2007 shall be amended to read: 

26 Section. 3. Terrorism. - Any person who commits an act punishable under 

27 any of the following provisions of the Revised Penal Code: 
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1 1. Article 122 (Piracy in General and Mutiny in the High Seas or in the 

2 Philippine Waters); 

3 2. Article 134 (Rebellion or Insurrection); 

4 3. Article 134-a (Coup d' Etat), including acts committed by private 

5 persons; 

6 4. Article 248 (Murder); 

7 5. Article 267 (Kidnapping and Serious Illegal Detention); 

8 6. Article 324 (Crimes Involving Destruction), 

9 or under 

10 .1. Presidential Decree No. 1613 (The Law on Arson); 

11 2. Republic Act No. 6969 (Toxic Substances and Hazardous and Nuclear 

12 Waste Control Act of 1990); 

13 3. Republic Ac( No. 5207 (Atomic Energy Regulatory and Liability Act of 

14 1968); 

15 4. Republic Act No. 6235 (Anti-Hijacking Law); 

16 5. Presidential Decree No. 532 (Anti-Piracy and Anti-Highway Robbery 

17 Law of 1974); 

18 6. Presidential Decree No. 1866, as amended (Decree Codifying the Laws 

19 on Illegal and Unlawful Possession, Manufacture, Dealing in, Acquisition or 

20 Disposition ofl'irearms, Ammunitions or Explosives); and, 

21 7. SECTION 25 (NETWORK SABOTAGE), SECTION 27 

22 (VIOLATION OF DATA PRIVACY), AND SECTION 28 (VIOLATION OF 

23 DATA SECURITY) OF THE MAGNA CARTA FOR PHILIPPINE 

24 INTERNET FREEDOM COMMITTED AGAINST CRITICAL DATA, 

25 NETWORK, INTERNET, OR TELECOMMUNICATIONS 

26 INFRASTRUCTURE, WHETHER PUBLICLY OR PRIV ATEL Y OWNED, 

27 
28 thereby sowing and creating a condition of widespread and extraordinary fear and 

29 panic among the populace, in order to coerce the government to give in to an 
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1 unlawful demand shall be guilty of the crime of terrorism and shall suffer the 

2 penalty of forty (40) years of imprisonment, without the benefit of parole as 

3 provided for under Act No. 4103, otherwise known as the Indeterminate Sentence 

4 Law, as amended. 

5 B.3. The commission of acts prohibited by the Human Security Act of 2007, as amended, 

6 through or using devices, equipment, or physical plants connected to the Internet or to 

7 telecommunications networks shall be penalized by the applicable provisions of the Human 

8 Security Act of 2007, as amended. 

9 C.l. ICT-Enabled Financing of Terrorism. - Section 4 of the Terrorism Financing 

10 Prevention and Suppression Act of2012 shall be amended to read: 

11 Section 4. Financing of Terrorism. - Any person who, directly or 

12 indirectly, willfully and without lawful excuse, possesses, provides, collects or 

13 uses property or funds or makes available property, funds or financial service or 

14 other related services, by any means, with the unlawful and willful intention that 

15 they should be used or with the knowledge that they are to be used, in full or in 

16 part: (a) to carry out or facilitate the commission of any terrorist act; (b) by a 

17 terrorist organization, association or group; or ( c) by an individual terrorist, shall 

18 be guilty of the crime of financing of terrorism and shall suffer the penalty of 

19 reclusion temporal in its maximum period to reclusion perpetua and a fine of not 

20 less than Five hundred thousand pesos (Php500,000.00) nor more than One 

21 million pesos (Php I ,000,000.00). 

22 Any person who organizes or directs others to commit financing of 

23 terrorism under the immediately preceding paragraph shall likewise be guilty of 

24 an offense and shall suffer the same penalty as herein prescribed. 

25 ANY PERSON WHO, BY MEANS OF A DEVICE, STORAGE 

26 MEDIUM, NETWORK EQUIPMENT, OR PHYSICAL PLANT 

27 CONNECTED TO THE INTERNET OR TO TELECOMMUNICATIONS 

28 NETWORKS, OR IN CONNIVANCE WITH A THIRD PARTY WITH 
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1 ACCESS TO THE SAME, SHALL KNOWINGLY, WILLFULLY, AND 

2 INTENTIONALLY FACILITATE THE ORGANIZATION OR 

3 DIRECTION OF OTHERS TO COMMIT THE FINANCING OF 

4 TERRORISM UNDER THE PRECEDING PARAGRAPHS SHALL 

5 LIKEWISE BE GUILTY OF AN OFFENSE AND SHALL SUFFER THE 

6 SAME PENALTY AS HEREIN PRESCRIBED. 

7 For purposes of this Act, knowledge or intent may be established by direct 

8 evidence or inferred from the attendant circumstances. 

9 For an act to constitute a crime under this Act, it shall not be necessary 

10 that the funds were actually used to carry out a crime referred to in Section 30). 

11 C.2. The commission of acts prohibited by the Terrorism Financing Prevention and 

12 Suppression Act of 2012, as amended, through or using devices, equipment, or physical plants 

13 connected to the Internet or to telecommunications networks shall be penalized by the applicable 

14 provisions of the Terrorism Financing Prevention and Suppression Act of2012, as amended. 

15 Chapter VIII. Penalties. 

16 Section 35. Applicability of the Revised Penal Code and other special laws. -

17 Nomenclature notwithstanding, the provisions of Book I of the Revised Penal Code shall apply 

18 suppletorily to the provisions of this Act, whenever applicable. 

19 The provisions of special laws shall apply as provided for by this Act. 

20 Section 36. Penalties For Specific Violations of The Magna Carta for Philippine Internet 

21 Freedom. - The following penalties shall be imposed for specific violations of this Act: 

22 l. Violation of Section 24. A. (Direct network sabotage) - ShalJ be punished with 

23 imprisonment of prision correccionalor a fine of not more than Five hundred thousand pesos 

24 (PhP500,OOO.OO) or both. 

25 2. Violation of Section 24. B. (Indirect network sabotage) - ShaH be punished with 

26 imprisonment of prision correccional in its medium period or a fine of not more than three 

27 hundred thousand pesos (PhP300,OOO.OO) or both. 
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1 3. Violation of Section 25. A. (Failure to provide security) - Shall be punished with 

2 imprisonment ofprision correccionalor a fine of not more than Five hundred thousand pesos 

3 (PhP500,OOO.OO) or both. 

4 4. Violation of Section 25. B. (Negligent failure to provide security) - Shall be punished 

5 with imprisonment of prision correccional or a fine of not more than Five hundred thousand 

6 pesos (PhP500,OOO.OO) or both. 

7 5. Violation of Section 26. A. (Unauthorized access) - Shall be punished with 

8 imprisonment ranging from one (1) year to three (3) years and a fine of not less than Five 

9 hundred thousand pesos (Php500,OOO.OO) but not more than Two million pesos 

10 (Php2,OOO,OOO.OO). 

11 6. Violation of Section 26. B. (Unauthorized modification) - Shall be punished with 

12 imprisonment ranging from one (1) year to three (3) years and a fine of not less than Five 

13 hundred thousand pesos (Php500,OOO.OO) but not more than Two million pesos 

14 (Php2,OOO,OOO.OO). 

15 7. Violation of Section 26. C. (Unauthorized granting of privileges) - Shall be punished 

16 with imprisonment ranging from one (1) year to three (3) years and a fine of not less than Five 

17 hundred thousand pesos (Php500,OOO.OO) but not more than Two million pesos 

18 (Php2,OOO,OOO.OO). 

19 8. Violation of Section 26. D. (Unauthorized disclosure) - imprisonment ranging from 

20 three (3) years to five (5) years and a fine of not less than Five hundred thousand pesos 

21 (Php500,OOO.OO) but not more than Two million pesos (Php2,OOO,OOO.OO). 

22 9. Violations of the Section 26. E. (Violation of Data Privacy Act through ICT)-

23 9.1. Violation of Section 25 (a) of the Data Privacy Act (Unauthorized Processing 

24 of Personal Information) through ICT - imprisonment ranging from one (1) year to three 

25 (3) years and a fine of not less than Five hundred thousand pesos (Php500,OOO.OO) but not 

26 more than Two million pesos (Php2,OOO,OOO.OO). 

27 9.2. Violation of Section 25 (b) of the Data Privacy Act (Unauthorized Processing 

28 of Sensitive Personal Information) through ICT - imprisonment ranging from three (3) 
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1 years to SIX (6) years and a fine of not less than Five hundred thousand pesos 

2 (Php500,000.00) but not more than Four million pesos (Php4,000,000.00). 

3 9.3. Violation of Section 26 (a) of the Data Privacy Act (Accessing Personal 

4 Information Due to Negligence) through leT - imprisonment ranging from one (1) year 

5 to three (3) years and a fine of not less than Five hundred thousand pesos 

6 (Php500,000.00) but not more than Two million pesos (Php2,000,000.00). 

7 9.4. Violation of Section 26 (b) of the Data Privacy Act (Accessing Sensitive 

8 Personal Information Due to Negligence) throngh leT - imprisonment ranging from 

9 three (3) years to six (6) years and a fine of not less than Five hundred thousand pesos 

10 (Php500,000.00) but not more than Four million pesos (Php4,000,000.00). 

11 9.5. Violation of Section 27 (a) of the Data Privacy Act (Improper Disposal of 

12 Personal Information) through ICT - imprisonment ranging from six (6) months to two 

13 (2) years and a fine of not less than One hnndred thousand pesos (Php 100,000.00) but not 

14 more than Five hundred thousand pesos (Php500,000.00). 

15 9.6. Violation of Section 27 (b) of the Data Privacy Act (Improper Disposal of 

16 Sensitive Personal Information) through leT - imprisonment ranging from one (I) year 

17 to three (3) years and a fine of not less than One hundred thousand pesos 

18 (Php 100,000.00) but not more than One million pesos (Phpl,OOO,OOO.OO). 

19 9.7. Violation of Section 28 (a) of the Data Privacy Act (Processing of Personal 

20 Information for Unauthorized Purposes) through ICT - imprisonment ranging from one 

21 (1) year and six (6) months to five (5) years and a fine of not less than Five hundred 

22 thousand pesos (Php500,000.00) but not more than One million pesos (Php 1,000,000.00). 

23 9.8. Violation of Section 28 (b) of the Data Privacy Act (Processing of Sensitive 

24 Personal Information for Unauthorized Purposes) through leT - imprisonment ranging 

25 from two (2) years to seven (7) years and a fine of not less than Five hundred thousand 

26 pesos (Php500,000.00) but not more than Two million pesos (Php2,000,000.00). 

27 9.9. Violation of Section 30 of the Data Privacy Act (Concealment of Security 

28 Breaches Involving Sensitive Personal Information) through reT - imprisonment of one 
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1 (I) year and six (6) months to five (5) years and a fine of not less than Five hundred 

2 thousand pesos (Php500,000.00) but not more than One million pesos (Php 1 ,000,000.00). 

3 9.10. Violation of Section 33 of the Data Privacy Act (Combination or Series of 

4 Acts) through rCT - imprisonment ranging from three (3) years to six (6) years and a fine 

5 of not less than One million pesos (Phpl,OOO,OOO.OO) but not more than Five million 

6 pesos (Php5,000,000.00). 

7 10. Violation of Section 27. A. (Hacking) - imprisonment ranging from one (I) year to 

8 three (3) years and a fine of not less than Five hundred thousand pesos (Php500,000.00) but not 

9 more than Two million pesos (Php2,000,OOO.00). 

10 11. Violation of Section 27. B. (Cracking) - imprisonment ranging from one (I) year to 

11 three (3) years and a fine of not less than Five hundred thousand pesos (Php500,000.OO) but not 

12 more than Two million pesos (Php2,OOO,000.OO). 

13 12. Violation of Section 27. C. (Phishing) - imprisonment ranging from one (I) year and 

14 six (6) months to five (5) years and a fine of not less than Five hundred thousand pesos 

15 (Php500,OOO.OO) but not more than One million pesos (Phpl,OOO,OOO.OO). 

16 13. Violation of Section 27. D. (Violation of Data Privacy Act with hacking, cracking, or 

17 phishing) 

18 13.1. Violation of Section 25 (a) of the Data Pdvacy Act (Unauthorized 

19 Processing of Personal Information) with hacking, cracking, or phishing - shall be 

20 penalized by imprisonment ranging from one (I) year to three (3) years and a fine of not 

21 less than Five hundred thousand pesos (Php500,OOO.OO) but not more than Two million 

22 pesos (Php2,000,OOO.00). 

23 13.2. Violation of Section 25 (b) of the Data Privacy Act (Unauthorized 

24 Processing of Sensitive Personal Information) with hacking, cracking, or phishing - shall 

25 be penalized by imprisonment ranging from three (3) years to six (6) years and a fine of 

26 not less than Five hundred thousand pesos (Php500,OOO.OO) but not more than Four 

27 million pesos (Php4,OOO,OOO.OO). 

28 13.3. Violation of Section 26 (a) of the Data Privacy Act (Accessing Personal 

29 Information Due to Negligence) with hacking, cracking, or phishing - shall be penalized 
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1 by imprisonment ranging from one (1) year to three (3) years and a fine of not less than 

2 Five hundred thousand pesos (PhpSOO,OOO.OO) but not more than Two million pesos 

3 (Php2,000,000.00). 

4 13.4. Violation of Section 26 (b) of the Data Privacy Act (Accessing Sensitive 

5 Personal Information Due to Negligence) with hacking, cracking, or phishing - shall be 

6 penalized by imprisonment ranging from three (3) years to six (6) years and a fine of not 

7 less than Five hundred thousand pesos (PhpSOO,OOO.OO) but not more than Four million 

8 pesos (Php4,000,000.00). 

9 B.S. Violation of Section 27 (a) of the Data Privacy Act (Improper Disposal of 

10 Personal Information) with hacking, cracking, or phishing - shall be penalized by 

11 imprisonment ranging from six (6) months to two (2) years and a fine of not less than 

12 One hundred thousand pesos (Php 100,000.00) but not more than Five hundred thousand 

13 pesos (PhpSOO,OOO.OO). 

14 13.6. Violation of Section 27 (b) of the Data Privacy Act (Improper Disposal of 

15 Sensitive Personal Information) with hacking, cracking, or phishing - shall be penalized 

16 by imprisonment ranging from one (1) year to three (3) years and a fine of not less than 

17 One hundred thousand pesos (Php 100,000.00) but not more than One million pesos 

18 (Phpl,OOO,OOO.OO). 

19 13.7. Violation of Section 28 (a) of the Data Privacy Act (Processing of Personal 

20 Information for Unauthorized Purposes) with hacking, cracking, or phishing - shall be 

21 penalized by imprisonment ranging from one (1) year and six (6) months to five (S) years 

22 and a fine of not less than Five hundred thousand pesos (PhpSOO,OOO.OO) but not more 

23 than One million pesos (Phpl,OOO,OOO.OO). 

24 13.8. Violation of Section 28 (b) of the Data Privacy Act (Processing of Sensitive 

25 Personal Information for Unauthorized Purposes) with hacking, cracking, or phishing -

26 shall be penalized by imprisonment ranging from two (2) years to seven (7) years and a 

27 fine of not less (hml' Five hundred thousand pesos (PhpSOO,OOO.OO) but not more than 

28 Two million pesos (Php2,000,000.00). 

66 



1 13.9. Violation of Section 30 of the Data Privacy Act (Concealment of Security 

2 Breaches Involving Sensitive Personal Information) with hacking, cracking, or phishing-

3 Shall be penalized by imprisonment of one (I) year and six (6) months to five (5) years 

4 and a fine of not less than Five hundred thousand pesos (Php500,000.00) but not more 

5 than One million pesos (Php 1,000,000.00). 

6 13.10. Violation of Section 33 of the Data Privacy Act (Combination or Series of 

7 Acts) with hacking, cracking, or phishing - shall be penalized by imprisonment ranging 

8 from three (3) years to six (6) years and a fine of not less than One million pesos 

9 (Php 1,000,000.00) but not more than Five million pesos (Php5,000,000.00). 

10 14. Violation of Section 28. A. (Illegal seizure of ICT) - shall be punished with 

11 imprisonment of prision correccional or a fine of not more than Five hundred thousand pesos 

12 (PhP500,OOO.OO) or both. 

13 15. Violation of Section 28. B. (Aiding and abetting illegal seizure of ICT) - shall be 

14 punished with imprisonment of prision correccional in its minimum period or a fine of not more 

15 than Four hundred thousand pesos (PhP400,000.00) or both. 

16 16. Violation of Section 28. C. (Arbitrary seizure of ICT) - Shall be punished with 

17 imprisonment of prision correccional in its maximum period or a fine of not more than Five 

18 hundred thousand pesos (PhP500,000.00) or both. 

19 17. Violation of Section 28. D. (Instigating arbitrary seizure of rCT) - shall be punished 

20 with imprisonment of prision correccionalor a fine of not more than Five hundred thousand 

21 pesos (PhP500,000.00) or both. 

22 18. Violation of Section 29. A. 1. (Copyright infringement) - any person infringing a 

23 copyright shall be liable to pay to the copyright proprietor or his assigns or heirs such actual 

24 damages, including legal costs and other expenses, as he may have' incurred due to the 

25 infringement as well as the profits the infringer may have made due to such infringement, and in 

26 proving profits the plaintiff shall be required to prove sales only and the defendant shall be 

27 required to prove every element of cost which he claims, or, in lieu of actual damages and 

28 profits, such damages which to the court shall appear to be just and shall not be regarded as 

29 penalty. 
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1 19. Violation of Section 29. A. 2. (Plagiarism of copyleft) - The same penalty for a 

2 violation of Section 29. A. 1. (Copyright infringement) shall be imposed for a violation of this 

3 Section. 

4 20. Violation of Section 29. A. 3. (Plagiarism of public domain content) - While this 

5 constitutes infringement, it shall not be subject to the payment of damages or to any other 

6 penalty. 

7 21. Violation of Section 29. A. 4. (Reverse engineering) - The same penalty for a 

8 violation of Section 29. A. 1. (Copyright infringement) shall be imposed for a violation of this 

9 Section. 

10 22. Violation of Section 29. B. 1. (Piracy through lCT) - The same penalty for a violation 

11 of Section 29. A. 1. (Copyright infringement) shall be imposed for a violation of this Section. 

12 23. Violation of Section 29. C. I. (Cybersquatting) - The same penalty for a violation of 

13 Section 29. A. I. (Copyright infringement) shall be imposed for a violation ofthis Section. 

14 24. Violation of Section 29. D. 1. (Unreasonable restriction of device privileges) - shall 

15 be punished with a fine of not less than one hundred thousand pesos (PhP 100,000.00) or more 

16 than two million pesos (PhP 2,000,000.00). 

17 25. Violation of Section 30. A. 1. (Fraud via lCT) - shall be punished with imprisonment 

18 ofprision correccional or a fine of at least Two hundred thousand pesos (PhP200,000.00) up to a 

19 maximum amount that is double the amOlmt of damage incurred, whichever is higher, or both 

20 imprisonment and fine. 

21 26. Violation of Section 31. A. 1. (ICT-enabled prostitution) ~ shall be punished with 

22 imprisonment of prision mayor or a fine of at least Two hundred thousand pesos 

23 (PhP200,000.00) up to a maximum amount of Five hundred thousand pesos (PhP500,000.00), or 

24 both. 

25 27. Violation of Section 31. B. I. (lCT-enabled trafficking in persons) 

26 27.1. Violation of Section 4 of the Anti-Trafficking in Persons Act of 2003 

27 through lCT - penalty of imprisonment of twenty (20) years and a fine of not less than 

28 One million pesos (Pl,OOO,OOO.OO) but not more than Two million pesos (P2,000,000.00). 
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1 27.2. Violation of Section 5 of the Anti-Trafticking in Persons Act of 2003 

2 through JCT - imprisonment of fifteen (15) years and a fine of not less than Five hundred 

3 thousand pesos (PSOO,OOO.OO) but not more than One million pesos (PI,OOO,OOO.OO). 

4 27.3. Violation of Section 6 of the Anti-Trafficking in Persons Act of 2003 

5 through rCT - life imprisonment and a fine of not less than Two million pesos 

6 (P2,000,000.00) but not more than Five million pesos (P5,000,000.00). 

7 27.4. Violation of Section 7 of the Anti-Trafticking in Persons Act of 2003 

8 through rCT - imprisonment of six (6) years and a fine of not less than Five hundred 

9 thousand pesos (PSOO,OOO.OO) but not more than One million pesos (PI ,000,000.00). 

10 28. Violation of Section 32. A. 1. (ICT -enabled child prostitution) 

11 28.1. Violation of Section 5 of the Special Protection of Children Against Abuse, 

12 Exploitation and Discrimination Act through leT - reclusion temporal in its medium 

13 period to reclusion peJpetua. 

14 29. Violation of Section 32. B. 1. (lCT -enabled child trafticking) 

15 29.1. Violation of Section 7 of the Special Protection of Children Against Abuse, 

16 Exploitation and Discrimination Act through ICT - reclusion temporal to reclusion 

17 perpetua. The penalty shall be imposed in its maximum period when the victim is under 

18 twelve (12) years of age. 

19 30. Violation of Section 33. A. 1. (Internet libel) - This shall only give rise to civil 

20 liability and the amount shall be commensurate to the damages suffered. 

21 31. Violation of Section 33. B. 1. (Internet hate speech) - This shall only give rise to civil 

22 liability and the amount shall be commensurate to the damages suffered. 

23 32. Violation of Section 33. C. I. (Internet child pornography) 

24 32.1. Violation of the Anti-Child Pornography Act through rCT - Shall be punished 

25 according to the provisions of Section IS ofR.A. No. 9775, or the "Anti-Child Pornography Act 

26 of2009." 

27 33. Violation of Section 33. C. 4. (Internet child abuse) 

28 33.1. Violation of Section 9 of the Special Protection of Children Against Abuse, 

29 Exploitation and Discrimination Act through ICT - Shall be punished with imprisonment 
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1 of prision mayor in its medium period. If the child used as a performer, subject or sellerf 

2 distributor is below twelve (12) years of age, the penalty shall be imposed in its 

3 maximum period. 

4 34. Violation of Section 33. D. 1. (Internet expression inimical to the public interest) -

5 This shall only give rise to civil liability and the amount shall be commensurate to the damages 

6 caused by the Internet expression. 

7 35. Violation of Section 34. B. 1. (Cyberterrorism) - The commission of acts prohibited 

8 by the Human Security Act of 2007, as amended, through or using devices, equipment, or 

9 physical plants connected to the Internet or to telecommunications networks shall be penalized 

10 by the applicable provisions of the Human Security Act of2007, as amended. 

11 36. Violation of Section 34. C. 1. (ICT-enabled financing of terrorism) - The commission 

12 of acts prohibited by the Terrorism Financing Prevention and Suppression Act of 2012, as 

13 amended, through or using devices, equipment, or physical plants connected to the Internet or to 

14 telecommunications networks shall be penalized by the applicable provisions of the Terrorism 

15 Financing Prevention and Suppression Act of 20 1 2, as amended. 

16 Section 37. Penalties/or Violations o/the Magna Carta/or Philippine Internet Freedom 

17 Affecting Critical Networks and Infrastructure. - As prescribed by Section 34. A. 1. of this Act, 

18 a penalty one degree higher shall be imposed on the specific violations of the Magna Carta for 

19 Philippine Internet freedom if committed against critical networks or information and 

20 communications technology infrastructure. 

21 Section 38. Penalties for Other Violations 0/ The Magna Carta for Philippine Internet 

22 Freedom. - A fine of not more than Five hundred thousand pesos (PhP 500,000.00) shall be 

23 imposed for a violation of other sections of the law not covered by the preceding sections. 

24 Section 39. Penalties/or Violations a/The Magna Carta/or Philippine Internet Freedom 

25 Committed by a Public Official or Employee. -

26 1. Except as explicitly provided by the preceding sections, the next higher penalty shall 

27 be imposed for a violation or negligence resulting in the violation of this Act if the violation or 
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1 negligence resulting in the violation is committed by a public official or employee in connection 

2 with his duties. 

3 2. If the penalty imposed for the act or negligence resulting in the violation of this Act is 

4 civil liability or civil liability and a fine, then an additional penalty of a fine of not less Two 

5 hundred thousand pesos (PhP 200,000.00) but not more than Five hundred thousand pesos (PhP 

6 500,000.00) shall be imposed on the public official or employee. 

7 Section 40. Liability Under the Data Privacy Act, the Intellectual Property Code, the 

8 Optical Media Act, the Anti-Child Pornography Act of 2009, the Special Protection of Children 

9 Against Abuse, Exploitation and Discrimination Act, the Revised Penal Code, and Other Laws. -

10 I. A prosecution under this act shall bar any further prosecution of the act as a violation 

11 of any provision of the Data Privacy Act, the Intellectual Property Code, the Optical Media Act, 

12 the Anti-Child Pornography Act of 2009, the Anti-Trafficking in Persons Act, and other special 

13 laws, except: a) if the act was performed through the use of a device, equipment, or physical 

14 plant connected to the Internet or to telecommunications networks, or in connivance with a third 

15 party with access to the same; b) if the act could not have been performed through the use the 

16 said device, equipment, or physical plant connected to the Internet or to telecommunications 

17 networks, or the said third party with access to the same, and; c) if the act is part of a series of or 

18 combination with other unlawful acts, these acts being performed without the use of a device, 

19 equipment, or physical plant connected to the Internet or to telecommunications networks, or in 

20 connivance with a third party with access to the same. 

21 2. A prosecution under this act shall bar any further prosecution of the act as a violation 

22 of the Revised Penal Code and other special laws, except: a) if the act was performed through the 

23 use of a device, equipment, or physical plant connected to the Internet or to telecommunications 

24 networks, or in connivance with a third party with access to the same; b) if the violation could 

25 not have been performed through the use the said device, equipment, or physical plant connected 

26 to the Internet or to telecommunications networks, or the said third party with access to the same; 

27 c) if the act involves the transmission of data through the Internet or telecommunications 

28 networks, and d) if the act is part of a series of or combination with other nnlawful acts, these 
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1 acts being performed without the use of a device, equipment, or physical plant connected to the 

2 Internet or to telecommunications networks, or in connivance with a third party with access to 

3 the same. 

4 Chapter IX. Cybercrime Law Enforcement and Jurisdiction. 

5 Section 41. Competent law enforcement agencies. -

6 I. Department of Justice (DOJ). - There is hereby created an Office of Cybercrime 

7 within the DOJ, which shall be designated as the central authority in the enforcement of this Act, 

8 and all matters related to international mutual assistance and extradition, as provided for by this 

9 Act. 

10 2. National Bureau of Investigation (NBI). - There is hereby created a separate 

11 Cybercrime Division within the NBI, which shall be responsible for matters related to 

12 enforcement of this Act. It shall cooperate with the division responsible for matters related with 

13 transnational crime, other divisions, and other government agencies in the enforcement of this 

14 Act. 

15 3. Philippine National Police (PNP). - There is hereby created a separate Cybercrime 

16 Office attached to the Criminal Investigation and Detection Group (ClOG), which shall be 

17 responsible for matters related to enforcement of this Act. The PNP shall establish cybercrime 

18 desks in police stations, and shall cooperate with other government agencies in the enforcement 

19 of this Act. 

20 Section 42. Cybercrime courts. -

21 I. Cybercrime courts. - Cybercrime courts, manned by judges of competence, integrity, 

22 probity and independence in the practice of law, and competent in matters related to the Internet 

23 and information and communications technology, shall be established at every city and 

24 provincial capital in the country. 

25 2. Qualifications of the Presiding Judges of cybercrime courts. - No person shall be 

26 appointed a Presiding Judge of the Cybercrime Court unless he: 

27 a) is a natural-born citizen of the Philippines; 
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b) is at least thiliy-five (35) years of age; 

c) has been engaged in the practice of law in the Philippines for at least ten (10) 

years, or has held a public office in the Philippines requiring admission to the practice of 

law as an indispensable requisite; and, 

d) has an academic or professional background in information and 

6 communications technology, computer science, or engineering; or has proven a high 

7 degree of competence in the use of the Internet and information and communications 

8 technology. 

9 Court personnel of the Cybercrime Court shall undergo training and must have the 

10 experience and demonstrated ability in dealing with cybercrime cases and other cases 

11 related to the Internet and information and communications technology. 

12 3. Mandatory continuing legal and information and communications technology 

13 education. - The Supreme Court shall provide a continuing education program on the Internet, 

14 information and communications technology, cybercrime law, procedure, and other related 

15 disciplines to judges and personnel of cybercrime courts. 

16 4. Special rules of procedure for cybercrime courts. - The Supreme Court shall 

17 promulgate special rules of procedure for cybercrime courts. 

18 Section 43. Jurisdiction of cybercrime courts. -

19 1. Exclusive original jurisdiction - The Cybercrime Court shall have exclusive original 

20 jurisdiction over violations of this Act and over cases involving the Internet and information and 

21 communications technology. 

22 2. Suit filed at the residence of the accusedfor criminal violations of the Magna Carta for 

23 Philippine Internet Freedom. - Except in cases that are extraterritorial, foreign, international, and 

24 transnational in nature, all suits related to criminal violations of this Act shall be filed at the 

25 cybercrime court having jurisdiction over the residence of the accused. 

26 3. Suit filed at the cybercrime court agreed upon by the parties for civil violations of the 

27 Magna Carta for Philippine Internet Freedom. - Except in cases that are extraterritorial, foreign, 

28 international, and transnational in nature, all suits related to civil violations of this Act shall be 
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1 filed at the cybercrime court agreed upon by the parties. Should the parties be unable to reach an 

2 agreement, the Court of Appeals shall determine the cybercrime court that shall have jurisdiction 

3 over the case. 

4 Section 44. Extraterritorial application of the Magna Carta for Philippine Internet 

5 Freedom.-

6 I. Extra-Territorial Application. - Subject to the provision of an existing treaty of which 

7 the Philippines is a State Party, and to any contrary provision of any law of preferential 

8 application, the provisions of this Act shall apply: 

9 (a) to individual persons who, although physically outside the territorial limits of 

10 the Philippines, commit, conspire or plot to commit any of the crimes defined and 

11 punished in this Act inside the territorial limits of the Philippines; 

12 (b) to individual persons who, although physically outside the territorial limits of 

13 the Philippines, commit any of the said crimes on board a Philippine ship or aircraft; 

14 (c) to individual persons who commit any of said crimes within any embassy, 

15 consulate, or diplomatic premises belonging to or occupied by the Philippine government 

16 in an official capacity; 

17 (d) to individual persons who, although physically outside the territorial limits of 

18 the Philippines, commit said crimes against Philippine citizens or persons of Philippine 

19 descent, where their citizenship or ethnicity was a factor in the commission of the crime; 

20 and, 

21 (e) to individual persons who, although physically outside the territorial limits of 

22 the Philippines, commit said crimes directly against the Philippine government or critical 

23 information and communications technology infrastructure in the Philippines. 
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1 Part 4. Cyberdefense and National Cybersecurity. 

2 Chapter X. National Cybersecurity and Cyberdefense. 

3 Section 45. Cyberwarfare and National Defense. -

4 1. It shall be unlawful for any person, or military or civilian agency, or instrumentality of 

5 the State to initiate a cyberattack against any foreign nation, except in the event of a declaration 

6 of a state of war with the foreign nation. 

7 2. Subject to the Geneva Convention, the Hague Convention, the United Nations 

8 Convention on Certain Conventional Weapons, other international treaties and conventions 

9 governing the conduct of warfare, Philippine law, and the national interest, an authorized person 

10 or military agency may engage in cyberattack against an enemy violent non-state actor, insurgent 

11 group, or terrorist organization. 

12 3. Subject to the Geneva Convention, the Hague Convention, the United Nations 

13 Convention on Certain Conventional Weapons, other international treaties and conventions 

14 governing the conduct of warfare, and Philippine law, an authorized person or military agency 

15 may engage in cyberdefense in defense of the Filipino people, territory, economy, and vital 

16 infrastructure in the event of a cyberattack by a foreign nation, enemy violent non-state actor, 

17 insurgent group, or terrorist organization. 

18 4. Any person who initiates an unauthorized and unlawful cyberattack against a foreign 

19 nation shall be prosecuted under Commonwealth Act 408, as amended, or applicable military 

20 law, without prejudice to criminal and civil prosecution. 

21 
22 Section 46. National Cybersecurity and Protection of Government lriformation and 

23 Communications Technology 1I1frastructure. -

24 1. The Secretary of National Defense shall have the responsibility for national 

25 cybersecurity and the protection of government information and communications technology 

26 infrastructure. 

27 2. The Secretary ofInterior and Local Government shall assist the Secretary of National 

28 Defense, and shall be jointly responsible for the cybersecurity of local government units and the 

29 protection ofloca! government information and communications technology infrastructure. 
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1 3. The Armed Forces of the Philippines shall be tasked with ensuring the physical and 

2 network security of government and military information and communications infrastructure. In 

3 cooperation with private and public owners, operators, and maintainers, the Philippine National 

4 Police shall be tasked with ensuring the physical and network security of critical information and 

5 communications infrastructure. 

6 Section 47. Amendments 10 the AFP Modernization Act. -

7 I. Section 5 of the R.A. No. 7898 aka the "AFP Modernization Act" shall be amended to 

8 include: 

9 Section 5. Development of AFP Capabilities. - The AFP modernization 

10 program shall be geared towards the development of the following defense 

11 capabilities: 

12 (d) Development of cyberdefense capability. - [The modernization of the 

13 AFP fl1rlher requires the development of the general headquarters capabilities for 

14 command, control, communications, and information systems network.] THE 

15 PHILIPPINE AIR FORCE (PAF), BEING THE COUNTRY'S FIRST LINE 

16 OF EXTERNAL DEFENSE, SHALL DEVELOP ITS CYBERDEFENSE 

17 CAPABILITY. THE CYBERDEFENSE CAPABILITY SHALL ENABLE 

18 THE AFP TO: 

19 (1) DETECT, IDENTIFY, INTERCEPT AND ENGAGE, IF 

20 NECESSARY, ANY ATTEMPTED OR ACTUAL PENETRATION 

21 OR CYBERATTACK OF PHILIPPINE GOVERNMENT 

22 INFORMATION AND COMMUNICATIONS TECHNOLOGY 

23 INFRASTRUCTURE, AS WELL AS CRITICAL INFORMATION 

24 AND COMMUNICATIONS TECHNOLOGY INFRASTRUCTURE 

25 WITHIN PHILIPPINE .JURISDICTION; 

26 (2) PROVIDE CYBERDEFENSE SUPPORT TO 

27 PHILIPPINE ARMED FORCES AND POLICE FORCES, AND; 
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1 (3) PROVIDE, AND IF PRACTICABLE, INVENT OR 

2 INNOVATE, THROUGH FILIPINO SKILLS AND TECHNOLOGY, 

3 ITS OWN REQUIREMENTS FOR NATIONAL CYBERDEFENSE. 

4 (E) DEVELOPMENT OF CYBERINTELLIGENCE CAPABILITY. 

5 - THE INTELLIGENCE SERVICE OF THE ARMED FORCES OF THE 

6 PHILIPPINES (ISAFP) OR ITS SUCCESSOR SERVICE, SHALL 

7 DEVELOP ITS CYBERINTELLIGENCE CAPABILITY. THE 

8 CYBERINTELLIGENCE CAPABILITY SHALL ENABLE THE AFP TO: 

9 (1) DETECT ANY THREAT AGAINST PHILIPPINE 

10 GOVERNMENT INFORMATION AND COMMUNICATIONS 

11 TECHNOLOGY INFRASTRUCTURE, AS WELL AS CRITICAL 

12 INFORMATION AND COMMUNICATIONS TECHNOLOGY 

13 . INFRASTRUCTURE WITHIN PHILIPPINE JURISDICTION, AND 

14 IDENTIFY THE SOURCE OF THE THREAT, WHETHER 

15 HOSTILE NATION-STATES, NON-STATE ACTORS, 

16 CYBERTERRORISTS, OR CRIMINALS; 

17 (2) PROVIDE CYBERINTELLIGENCE SUPPORT TO 

18 PI-IILIPPINE ARMED FORCES AND POLICE FORCES, AND; 

19 (3) PROVIDE, AND IF PRACTICABLE, INVENT OR 

20 INNOVATE, THROUGH FILIPINO SKILLS AND TECHNOLOGY, 

21 ITS OWN REQUIREMENTS FOR NATIONAL 

22 CYBERINTELLIGENCE. 

23 (F) DEVELOPMENT OF GOVERNMENT AND MILITARY 

24 INFORMATION AND COMMUNICATIONS TECHNOLOGY 

25 INFRASTRUCTURE HARDENED AGAINST CYBERATTACK. - THE 

26 COMMUNICATIONS, ELECTRONICS AND INFORMATION SYSTEM 

27 SERVICE, ARMED FORCES OF THE PI-IILIPPINES (CEISSAFP) OR 

28 ITS SUCCESSOR SERVICE, SHALL CONTINUALLY ENSURE THAT 

29 GOVERNMENT AND MILITARY INFORMATION AND 
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1 COMMUNICATIONS TECHNOLOGY INFRASTRUCTURE ARE 

2 HARDENED AGAINST CYBERATTACK. 

3 Chapter XI. Counter-Cyberterrorism. 

4 Section 48. Counter-LYberterrorism. -

5 1. The Philippine National Police, supported by applicable military, law enforcement, and 

6 government services, offices, and agencies, shall be the lead law enforcement agency responsible 

7 for plans, policies, programs, measures, and mechanisms to detect, identify, and prevent 

8 cyberterrorist attacks on Philippine government information and communications technology 

9 infrastructure, as well as publicly- and privately-owned information and communications 

10 technology infrastructure within Philippine jurisdiction, and the detection, identification, pursuit, 

11 apprehension, and the gathering of evidence leading to the conviction of persons committing 

12 cyberterrorism. 

13 2. The National Bureau of Investigation, supported by applicable military, law 

14 enforcement, and government services, offices, and agencies, shall be the lead law enforcement 

15 agency responsible for plans, policies, programs, measures, and mechanisms to detect, identify, 

16 and prevent transnational cybelierrorist attacks on Philippine government information and 

17 communications technology infrastructure, as well as publicly- and privately-owned information 

18 and communications technology infrastructure within Philippine jurisdiction 

19 3. Subject to the provisions of an existing treaty to which the Philippines is a signatory 

20 and to any contrary provision of any law of preferential application, and subject to the 

21 concurrence of the Secretary or Justice and the Secretary of Foreign Affairs, the Director of the 

22 National Bureau of Investigation may cooperate with or request the cooperation of foreign or 

23 international law enforcement agencies in the detection, identification, pursuit, apprehension, and 

24 the gathering of evidence leading to the conviction of persons who, although physically outside 

25 the territorial limits of the Philippines, have committed or are attempting to commit acts of 

26 cyberterl'orism within Philippine jurisdiction. 

78 



1 Part 5. Final Provisions 

2 Chapter XII. Implementing Rules and Regulations. 

3 Section 49. General Implementing Rules and Regulations for the Implementation of the 

4 Magna Carta for Philippine Internet Freedom. -

5 1. The Secretary of Information and Communication Technology, the Commissioner of 

6 the National Telecommunications Commission, the Commissioner of the National Data Privacy 

7 Commission, or the Chief of the Telecommunications Office, or their duly authorized and 

8 appointed delegates, an appointee from the academe, and an appointee from the business sector 

9 shall be jointly responsible for the creation of general implementing rules and regulations (IRR) 

10 of this Act. The Solicitor-General shall participate to ensure that the IRR is not in conflict with 

11 this Act, with other laws, with other IRRs of this Act, and with generally accepted principles of 

12 international human, civil, and political rights. 

13 2. The General Implementing Rules and Regulations for the Implementation of the 

14 Magna Carta for Philippine Internet Freedom shall be made public after its approval. 

15 3. The President shall implement the General Implementing Rules and Regulations for 

16 the Implementation of the Magna Carta for Philippine Internet Freedom through the applicable 

17 agencies and instrumentalities ofthe Executive. 

18 Section 50. Implementing Rules and Regulations for Information and Communications 

19 Technology Inji-astructure Development. -

20 1. The Secretary of Information and Communication Technology, the Secretary of 

21 Finance, the Director-General of the National Economic and Development Authority, the 

22 Chairman of the Board of Investments, or their duly authorized and appointed delegates, an 

23 appointee from the academe, and an appointee from the business sector shall be jointly 

24 responsible for the creation of implementing rules and regulations (IRR) of this Act towards the 

25 development of information and communications technology infrastructure. The Solicitor-

26 General shall participate to ensure that the IRR is not in conflict with this Act, with other laws, 

27 with other IRRs of this Act, and with generally accepted principles of international human, civil, 

28 and political rights. 
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1 2. The IRR for ICT Infrastructure Development shall be made public after its approval. 

2 3. The President shall implement the IRR for Information and Communications 

3 Technology Infrastructure Development through the applicable agencies and instrumentalities of 

4 the Executive. 

5 Section 51. Implementing Rules and Regulationsfor Cybercrime Law Enforcement. -

6 1. The Secretary of Information and Communication Technology, the Secretary of 

7 Justice, the Secretary of Interior and Local Government, the Secretary of Social Welfare and 

8 Development, , the Secretary of Foreign Affairs, the Director-General of the National Bureau of 

9 Investigation, the the Director-General of the Philippine National Police, or their duly authorized 

10 and appointed delegates, an appointee from the academe, an appointee from civil society, and an 

11 appointee from the business sector shall be jointly responsible for the creation of implementing 

12 rules and regulations (IRR) of this Act towards cybercrime and law enforcement. The Solicitor-

13 General and the Chairman of the Commission on Human Rights shall participate to ensure that 

14 the IRR is not in conflict with this Act, with other laws, with other IRRs of this Act, and with 

15 generally accepted principles of international human, civil, and political rights. 

16 2. The IRR for Cybercrime and Law Enforcement shall be made public after its approval. 

17 3. The President shall implement the IRR for Cybercrime and Law Enforcement through 

18 the applicable agencies and instrumentalities of the Executive. 

19 Section 52. Implementing Rules and Regulations for Information and Communications 

20 Technology Education, Training, and Human Resources. -

21 1. The Secretary of Information and Communication Technology, the Secretary of 

22 Education, the Secretary of Science and Technology, the Commissioner of Higher Education, the 

23 Director-General of the Technical Education and Skills Development Authority, the Head of the 

24 National Telecommunications Training Institute, or their duly authorized and appointed 

25 delegates, and an appointee from the academe, shall be jointly responsible for the creation of 

26 implementing rules and regulations (IRR) of this Act towards information and communications 

27 technology education, training and human resources. The Solicitor-General and the Secretary of 

28 Labor and Employment shall participate to ensure that the IRR is not in conflict with this Act, 
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1 with other laws, with other IRRs of this Act, and with generally accepted principles of 

2 international human, civi I, and political rights. 

3 2. The IRR for ICT Education, Training and Human Resources shall be made public after 

4 its approval. 

5 3. The President shall implement the IRR for ICT Education, Training and Human 

6 Resources through the applicable agencies and instrumentalities of the Executive. 

7 Section 53 Implementing Rules and Regulations for Information and Communications 

8 Technology Research ({nd Development. -

9 I. The Secretary of Information and Communication Technology, the the Secretary of 

10 Science and Technology, the Director-General of the National Economic and Development 

11 Authority, or their duly authorized and appointed delegates, an appointee from the academe, and 

12 an appointee from the business sector, shall be jointly responsible for the creation of 

13 implementing rules and regulations (lRR) of this Act towards information and communications 

14 technology research and development. The Solicitor-General shall participate to ensure that the 

15 IRR is not in contlict with this Act, with other laws, with other IRRs of this Act, and with 

16 generally accepted principles of international human, civil, and political rights. 

17 2. The IRR for ICT Research and Development shall be made public after its approval. 

18 3. The President shall implement the IRR for ICT Research and Development through the 

19 applicable agencies and instrumentalities of the Executive. 

20 Section 54. Implementing Rules and Regulations for National Cyberdefense, 

21 Cyberintelligence, and Counter-Cyberterrorism. -

22 I. The Secretary o[National Defense, the Secretary of Interior and Local Government, or 

23 their duly authorized and appointed delegates, the Chief of Staff of the Armed Forces of the 

24 Philippines (AFP), the commanding general of the unit of the Philippine Air Force tasked with 

25 national cyberdefensc, the commanding officer of the Intelligence Service, Armed Forces of the 

26 Philippines (lSAfP), the commanding officer of the Communication Electronics and Information 

27 Systems Service, Armed forces of the Philippines (CEISSAFP), and the Director-General of the 

28 Philippine National Police shall be jointly responsible for the creation of implementing mles and 
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1 regulations (IRR) of this Act towards ensuring national cyberdefense, cyberintelligence, and 

2 counter-cyberterrorism. The Secretary of Information and Communication Technology shall 

3 provide technical advice. The Solicitor-General and the Chairman of the Commission on Human 

4 Rights shall participate to ensure that the IRR is not in conflict with this Act, with other laws, 

5 with other IRRs of this Act, and with generally accepted principles of international human, civil, 

6 and political rights. 

7 2. An executive summary of the IRR for National Cyberdefense, Cyberintelligence, and 

8 Counter-Cyberten'Orism shall be allowed to be made public after the approval of the IRR. Any 

9 review of any portion of the IRR for National Cyberdefense, Cyberintelligence, and Counter-

10 Cyberterrorism shall be done in special executive sessions for this purpose. 

11 3. Subject to the approval of the President, and subject to the advice and consent of the 

12 Joint Select Committee on Military and Intelligence Affairs of the House of Representatives and 

13 the Senate, the The Secretary of National Defense, the Secretary of Interior and Local 

14 Government, or their duly authorized and appointed delegates, the Chief of Staff of the Armed 

15 'Forces of the Philippines (AFP), the commanding general of the unit of the Philippine Air Force 

16 tasked with national cyberdefense, the commanding officer of the Intelligence Service, Armed 

17 Forces of the Philippines (ISAFP), the commanding officer of the Communication Electronics 

18 and Information Systems Service, Armed Forces of the Philippines (CEISSAFP), and the 

19 Director-General of the Philippine National Police shall prepare a National Cyberdefense and 

20 Counter-Cyberterrorism Plan every three years. 

21 4. The President shall have the power to implement the National Cyberdefense and 

22 Counter-Cyberterrorism Plan. 

23 5. The contcnts of the current and past National Cyberdefense and Counter-

24 Cyberterrorism Plans shall be considered state secrets, and disclosure shall be punishable to the 

25 fullest extent possible by relevant laws. 
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1 Section 55. Implementing Rules and Regulations for Government Information and 

2 Communications Infrastructure and National Cybersecurity. -

3 1. The Secretary of Information and Telecommunications, the Secretary of National 

4 Defense, and the Secretary of Interior and Local Government, or their duly authorized and 

5 appointed delegates, the commanding general of the unit of the Philippine Air Force tasked with 

6 national cyberdefense, and the commanding officer of the Communication Electronics and 

7 Information Systems Service, Armed Forces of the Philippines (CEISSAFP) shall be jointly 

8 responsible for the creation of implementing rules and regulations (IRR) of this Act towards 

9 securing government information and communications infrastructure. The Secretary of 

10 Information and Communication Technology shall provide technical advice. The Solicitor-

11 General and the Chairman of the Commission on Human Rights shall participate to ensure that 

12 the IRR is not in conflict with this Act, with other laws, with other IRRs of this Act, and with 

13 generally accepted principles' of international human, civil, and political rights. 

14 2. Subject to the approval of the President, and subject to the advice and consent of the 

15 Joint Select Committee on Military and Intelligence Affairs of the House of Representatives and 

16 the Senate, the Secretary of Information and Telecommunications, the Secretary of National 

17 Defense, and the Secretary of Interior and Local Government, or their duly appointed delegates, 

18 the commanding general of the unit of the Philippine Air Force tasked with national 

19 cyberdefense, and the commanding officer of the Communication Electronics and Information 

20 Systems Service, Armed Forces of the Philippines (CEISSAFP) shall prepare a National 

21 Cybersecurity Plan every three years. 

22 3. The plans, policies, programs, measures, and mechanisms of the National 

23 Cybersecurity Plan shall be used to secure government information and communications 

24 infrastructure and to secure critical data, network, Internet, or telecommunications infrastructure. 

25 4. The IRR for National Cybersecurity shall be made public after its approval. 

26 5. The President shall implement the National Cybersecurity Plan through the applicable 

27 agencies and instrumentalities of the Executive. 

28 6. The contents of the current National Cybersecurity Plan shall be considered state 

29 secrets, and disclosure shall be punishable to the fullest extent possible by relevant laws. 
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1 Chapter XIII. Periodic Review Clause. 

2 Section 56. Periodic Review of the implementing Rules and Regulations of the Magna 

3 Carta for Philippine Internet Freedom. -

4 I. Mandatory and periodic reviews of the implementing rules and regulations of the 

5 Magna Carta for Philippine Internet Freedom shall be done by the offices designated by this Act 

6 to create implementing rules and regulations. Such reviews shall be performed no less than every 

7 three years and no more than every five years, to keep pace with technological advancements and 

8 other changes. 

9 2. Periodic reviews of the implementing rules and regulations and the recommendation of 

10 the improvement of the Magna Carta for Philippine Internet Freedom shall be done by the offices 

11 designated by this Act to create implementing rules and regulations, to keep pace with 

12 technological advancements and other changes. 

13 Chapter XIV. Transitory Provisions. 

14 Section 57. Appointment of the Secretary of Information and Communications 

15 Technology. - Subject to confirmation by the Commission on Appointments, the President shall 

16 appoint the Secretary of Information and Communications Technology within 30 days of the 

17 effectivity of this Act. 

18 Section 58. Release of Initial Appropriations. - Subject to government budgetary and 

19 audit procedures, the Department of Budget and Management shall release appropriations to the 

20 Secretary of Information and Communications Technology for purposes of implementing this 

21 Act within 30 days of his appointment. 

22 Section 59. Preparation of Implementing Rules and Regulations. - Within 90 days of the 

23 release of initial appropriations, implementing rules and regulations shall have been prepared and 

24 approved. The National Cyberdefense and Counter-Cyberterrorism Plan and the National 

25 Cybersecurity Plan shall be prepared, approved, and implemented within 90 days of the approval 

26 of the implementing rules and regulations. 
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1 Section 60. Compliance of Government lCT lrifrastructure and Critical Networks, Data, 

2 and Internet lnfi'astructure. -

3 1. Within 90 days of the approval of the National Cybersecurity Plan, government 

4 agencies and instrumentalities shall have secured their private network and data infrastructure as 

5 prescribed by the Plan. Penalties as prescribed by this Act shall be imposed for noncompliance. 

6 2. Within 180 days of the approval of the National Cybersecurity Plan, government 

7 agencies and instrumentalities shall have secured their public network, data, and Internet 

8 infrastructure as prescribed by the Plan. Penalties as prescribed by this Act shall be imposed for 

9 noncompliance. 

10 3. Within 180 days of the approval of the National Cybersecurity Plan, all Internet service 

11 providers, Internet exchanges, Internet data centers, Internet gateway facilities, 

12 telecommunications entities, and persons providing Internet connection, network, or data 

13 transmission services shall have met the minimum standards of privacy and security for their 

14 private and public network, data, and Internet infrastructure as prescribed by the Plan and 

15 appropriate official instructions. Penalties as prescribed by this Act shall be imposed for 

16 noncompliance. 

17 4. Within 60 days of the approval of the implementing rules and regulations, all Internet 

18 service providers, Inte1'11et exchanges, Internet data centers, Internet gateway facilities, 

19 telecommunications entities, and persons providing Inte1'11et connection, network, or data 

20 transmission services shall have met the minimum standards of interconnectivity and 

21 interoperability of their information and communications technology infrastructure as prescribed 

22 by the implementing rules and regulations and appropriate official instructions. Administrative 

23 penalties shall be prescribed for noncompliance. 

24 5. Within 90 days of the approval of the implementing rules and regulations, all Internet 

25 service providers, Internet exchanges, Inte1'11et data centers, Internet gateway facilities, 

26 telecommunications entities, and persons providing Internet connection, network, or data 

27 transmission services shall have met the minimum standards of service quality as prescribed by 

28 the implementing rules and regulations and appropriate official instructions. Administrative 

29 penalties shall be prescribed for noncompliance. 
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1 Chapter XV. l'ublic Iuformation Campaign. 

2 Section 61. Public In/ormation Campaign for the Magna Carta for Philippine Internet 

3 Freedom and its Implementing Rules and Regulations. -

4 I. The Office of the President, the Presidential Communications Development and 

5 Strategic Planning Office or its successor agency, the Philippine Information Agency or its 

6 successor agency, and the Department ofInterior and Local Government through the information 

7 offices of local government units, shall be jointly responsible for information campaigns to 

8 ensure nationwide awareness of the Magna Carta for Philippine Internet Freedom and its 

9 implementing rules and regulations. 

10 2. The Department of Edncation and the Department of Social Welfare and Development 

11 may provide age-appropriate information campaigns in schools to ensure nationwide awareness 

12 of the Magna Carta for Philippine Internet Freedom, its implementing rules and regulations, and 

13 the safe use of the Internet and information and communications technology for children of 

14 school age and for out-of-school youths. 

15 Chapter XVI. Appropriations. 

16 Section 62. Initialfitnding requirements. -

17 1. DIeT - An initial. appropriation of fifteen mjllion pesos (PHP 15,000,000) shall be 

18 drawn from the national government for purposes of establishment and operation of the DICT, 

19 exclusive of the existing appropriations of its subordinate agencies. 

20 .2. DO] - The initial funding requirements for the implementation of this Act of the DO] 

21 shall be charged against the current appropriations of the DOl 

22 3. NBI - The initial funding requirements for the implementation of this Act of the NBI 

23 shall be charged against the current appropriations of the NBI. 

24 4. PNP - The initial funding requirements for the implementation of this Act of the PNP 

25 shall be charged against the current appropriations of the PNP. 

26 5. IRR - An initial appropriation of five million pesos (PI-IP 5,000,000), to be disbursed 

27 by the Secretary of Information and Communications Technology, shall be drawn from the 
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1 national government [or purposes of the preparation of the Implementing Rules and Regulations 

2 of this Act. 

3 6. PIA - An initial appropriation of five million pesos (PHP 5,000,000) shall be drawn 

4 from the national government for purposes of the information dissemination campaign on this 

5 Act by the PIA. 

6 7. Other agencies - The initial funding requirements for the implementation of this Act 

7 by other agencies shall be charged against the current appropriations of the respective agencies. 

8 
9 Section 63. Succeeding appropriations. - Such sums as may be necessary for the 

10 implementation of this Act shall be included in the agencies' yearly budgets under the General 

11 Appropriations Act. 

12 Chapter XVII. Separability Clause. 

13 Section 64. Separability clause. - If any provision or part hereof is held invalid or 

14 unconstitutional, the remainder of the law or the provisions not otherwise affected shall remain 

15 valid and subsisting. 

16 Chapter XVIII. Repealing Clause. 

17 Section 65. Repealing clause - Any law, presidential decree or issuance, executive order, 

18 letter of instruction, administrative order, rule, or regulation contrary to, or inconsistent with, the 

19 provisions of this Act is hereby repealed, modified, or amended accordingly. 

20 Chapter XIX. Effectivity Clause 

21 Section 66. f;ffectivily clause. - This Act shall take effect fifteen (15) days after its online 

22 publication in the Official Gazette. Within seven (7) days after its online publication, this Act 

23 shall be published on (2) newspapers of general circulation. 

Approved, 
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