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RESOLUTION
DIRECT TNG TH E SENATE COM MITTEE ON ELECTORAL REFORM S 

AND PEO PLE’S PARTICIPATION TO CONDUCT AN INQUIRY, IN AID OF 
LEGISLATION, ON TH E CURRENT STATE OF TH E VOTERS DATABASE 
IN TH E CUSTODY OF TH E COM M ISSION ON ELECITONS THAT WAS 

HACKED BY TH E GROUPS ANONYMOUS PH IL IPPIN E S AND LULZSEC 
PILIPIN A S, LEADING TH E NATIONAL PRIVACY COM M ISSION (NPC) 

TO DECIDE AGAINST TH E COM M ISSION ON ELECITONS FOR 
VIOLATION OF TH E DATA PRIVACY ACL OF 2012, W ITH  TH E END IN 
VIEW  OF INSTITUTING REM EDIAL LEGISLATIVE MEASURES THAT 

W ILL ENSURE THAT TH E GOVERNMENT ACCOM PLISHES ITS 
CONS r n  LTI IONAL DU lY  OF PRESERVING TH E SANCTITY AND 

INTEGRITY OF TH E ENTIRE ELECFORAL PROCESS, BEGINNING W ITH  
TH E PROTECTION OF TH E VOTERS REGISTRATION PROCEDURE AND 

ALL DATA APPURTENANT THERETO, AND PROTECTING THE 
EXERCISE OF SUFFRAGE FROM ALL FOREIGN AND DOMESTIC

THREATS.

W HEREAS, on March 27, 2016, hackers claiming affiliation with the group 
Anonymous Philippines hacked into the website of the Commission on Elections 
(Comelec), defacing it with a message that read “Anonymous Philippines. Greetings 
Philippines! We are Anonymous. The Constitution so asserts that ‘Sovereignty resides 
in the people and all government authority emanates from  them.’ One o f the 
processes by which people exercise their sovereignty is through voting in an election 
-  where people choose the candidates who will best represent them, who will serve 
them under the principle that ‘Public office is a public t r u s t ’But what happens when 
the electoral process is so mired with questions and controversies? Can the 
government still guarantee that the sovereignty o f the people is upheld? We request 
the implementation o f the security features on the PCOS machines. Commission on



Elections, We are watching. We are Anonymous, We are legion, We do not forgive. 
We do not forget. Expect us.”;1

W HEREAS, on the same day, a separate group of hackers, LulzSec Pilipinas, posted 
an online link to what it claimed to be the entire Comelec database affecting some 55 
million registered voters. The next day or on March 28, LulzSec Pilipinas updated its 
post to add three (3) mirror links to an index of files that could be downloaded.2 3 4 5 All in 
all, LulzSec Pilipinas released 16 databases that were allegedly retrieved from the 
Comelec website. Reports said that about 338 to 340 gigabytes (GB) of file size were 
contained in these 16 databases, the data of which seem to refer to election-related 
data, like “candidates”, “partylisf’, “elected” and “stats”;

W HEREAS, it was only at 3:15pm (PST) on March 28,2016, that the Comelec website 
supposedly returned to normal.3 According to Trend Micro, a security firm that 
conducted its own investigation on the extent of the data breach, the hacking incident 
was tagged as the biggest private data leak in Philippine history, leaving millions of 
registered voters at risk;4

W HEREAS, on April 12, 2016, the Comelec announced that the National Bureau of 
Investigation (NBI) had a lead on the suspects behind the data breach.s On April 20, 
2016, the NBI apprehended Paul Biteng, a 20 year-old Information Technology (IT) 
graduate student and a member of Anonymous Philippines, in his home in Sampaloc, 
Manila. He admitted to defacing the Comelec website but denied any involvement in 
the data leak;6
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W HEREAS, on April 21, 2016, a searchable website, WeHaveYourData.com, was set 
up containing sensitive data on Filipino registered voters. The data found pertain to 
voters’ names, birth dates, and voters’ identification numbers (VIN). While some data 
remained encrypted, the rest was not, such as the fields for residential addresses and 
the birthplaces of these voters. As for the records of registered overseas Filipino voters 
(OFV), with the data taking up almost 10 gigabytes (GB), the names, voters’ 
identification numbers (VIN), current residences, names of parents, birth places, and 
passport numbers were not encrypted, making the data breach more alarming. A 
security expert, Sinag Solutions, warned that those who accessed the website could be 
prone to malware, viruses, and identity theft;

W HEREAS, the website was taken down with the assistance of the U.S. Department 
of Justice because the domain of the website was bought from a US-based web hosting 
company. Interestingly, the website itself was found to have been hosted in Russia;7

W HEREAS, on April 29, 2016, the NBI apprehended another suspect named Joenel 
de Asis, a 23-year old Computer Science graduate from Muntinlupa. De Asis is known 
to be one of the leaders of LulzSec Pilipinas that was responsible for the data leak. He 
admitted to hax ing collaborated with Paul Biteng of Anonymous Philippines in the 
hacking incident and admitted to have downloaded 340 gigabytes of voters database 
on March 22, or five (5) days before the Comelec website was defaced on March 27. 
While de Asis admitted leaking the data, he denied that LulzSec Pilipinas created the 
searchable website “wehaveyourdata”, and gave assurance that the data leak will not 
affect the elections as they did not hack the Vote Counting Machines for use in the 
2016 elections;8

“ S e a rc h a b le  w e b s ite  w i t h  h a c k e d  d a ta  ta k e n  d o w n  -  C o m e le c " .  C N N  P h il ip p in e s . 2 2  A p r i l  2 0 1 6 .
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W HEREAS, from the time of Biteng and De Asis’ apprehension, nothing was 
anymore heard about what was dubbed as “Comeleaks”. The Comelec, however, 
insisted that no confidential information was compromised and that none of the 
sensitive biometrics data was included in the database leak. In an apparent desire to 
rid itself of any doubt relative to their capacity to protect the system from any such 
future hacking or web attack, Comelec announced that they will be consulting with 
Microsoft and other cybersecurity experts based in the United Kingdom, Singapore, 
and the United States, but none was heard about the result of any such consultation, 
investigation, or scrutiny;^

W HEREAS, on 28 December 2016, the National Privacy Commission (NPC) in NPC 
Case No. 16-00110, found the Comelec responsible for violating Republic Act No. 10173 
or the Data Privacy Act of 2012 and recommended the criminal prosecution of 
Chairman Andres D. Bautista.11 In its Decision, the NPC underscored Chairman 
Bautista’s “lack of appreciation” of the principles that data protection is more than just 
implementation of securit>^ measures. NPC also said that the Comelec violated 
Sections 11, 20, 21 and 22 in relation to Section 26 of the Data Privacy Act of 2012. In 
illustrating the breadth of the breach, the NPC Decision also enumerated the types of 
compromised sensitive personal information that were contained in the Comelec’s 
web-based applications: (1) addresses in the Philippines and abroad; (2) post or 
country of registration,; (3) old registration information; (4) complete name; (5) 
citizenship; (6) registration assistor; (7) profession; (8) sector; (9) height and weight; 
(10) identifying marks; (11) biometrics description; (12) voting history; (13) mode of 
voting; and (14) other textual reference information for the voter registration system;12

W HEREAS, there is no denying that the Comelec data breach that occurred is indeed 
unacceptable, and that those responsible should be fully prosecuted and punished, 
whether they be foreign or domestic actors. Absent an honest-to-goodness 
investigation, however, there is no telling the extent of the damage caused by this 
breach. The rising number of internet vigilantes, who tamper with our people’s right 
to privacy, should be e\'er> one’s cause for worry. The need to preserve the right to 
privacy should be paramount. This right should be made available to all regardless of 
one’s stature in our society. The Comelec data breach is evetyone’s problem, a 
repetition of this breach is everyone’s problem. Online lawlessness should be nipped 
at its bud. We should be able to guard against foreseeable vulnerabilities because all 
Filipinos have the right to the protection of their personal information against

10
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unlawful access and manipulation, fraudulent misuse, unauthorized usage, unlawful 
destruction, alteration, interference with, and contamination;

NOW  TH EREFO RE, BE IT RESOLVED, as it is hereby resolved, in view of the 
foregoing reasons and circumstances, to direct the Senate Committee on Electoral 
Reforms and People’s Participation to conduct an inquiry, in aid of legislation, on the 
current state of the voters database in the custody of the Commission on Elections that 
has been hacked by the groups Anonymous Philippines and LulzSec Pilipinas, leading 
the National Privacy Commission to decide against the Commission on Elections for 
violation of the Data Privacy Act of 2012, with the end in view of instituting remedial 
legislative measures that will ensure that the government accomplishes its 
constitutional duty of preserving the sanctity and integrity of the entire electoral 
process, beginning with the protection of the voters registration procedure and all data 
appurtenant thereto, and protecting the Filipinos’ exercise of their right of suffrage, 
free of all threats and malicious interventions from foreign or domestic sources.

LHILAM . DE LI3


